MHdopmaLluoHHaa namsTka ansa odbyyaroLmxcs
no 6e30nacHOCTM B CETMW.

C KaxJbpIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, & MIKOJbHUKUA OJHU U3
CaMbIX aKTUBHBIX MOJIb30BaTene PyHera. Mexny TeM, HOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HECET M MpoOJeMbl. JTa MaMATKa JOJDKHA IOMOYb Tebe
0e30ImacHO HaXOOUThCS B CETH.

KoMubroTepHbie BUPYChI

KoMITbI0TepHBII BUPYC — 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX POTPaMM, OTIHYUTEIBHOM
0COOCHHOCTBIO KOTOPOM SIBIISIETCSI CIOCOOHOCTH K Pa3MHOKECHHIO.

B nomonHeHue K 3TOMY, BUPYChl MOTYT HOBPEIWTHh WJIM HOJHOCTBIO YHHUYTOXXHTHh BCE
(aiiabl U TaHHBIE, TOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro ObLia 3amylleHa
3apaxx€HHas Mporpamma, a TakKe MOBPEAUTh WIH J1aK€ YHUYTOXHUTh ONEPALUOHHYIO
CUCTEMY CO BCEMHU (haiiiamMu B LIeJI0M. B OONBIINHCTBE CiIy4aeB pacpoCTPaHsIIOTCS BUPYChI
4yepe3 UHTEPHET.

MCTOI[BI 3aIIUTBI OT BpCAOHOCHLBIX ITPOrpaMM:

1. Hcnons3yil cCOBpeMEHHBIE ONEPAMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIIMUTHI OT BPEJOHOCHBIX MPOTPAMM;

2. TlocrosiHHO ycTaHaBnuBai madtu (LU(pOBBIEC 3aIlJIaTKH, KOTOPhIE aBTOMATHUECKU
YCTAHABJIMBAIOTCS C I[ETBI0 JOPAOOTKH MPOrPaMMbl) U Jpyrue OOHOBJICHUSI CBOEH
ornepanvoHHON cucteMbl. CkaywBall HMX TOJBKO C OQHUIMAIBHOTO caiTa
pa3zpabotunka OC. Eciam cyuiecTByeT peXUM aBTOMAaTHYECKOro OOHOBJIECHHS,
BKJIKOYH €rO0;

3. Paboraii Ha cBOeM KOMIBIOTEpE MO/ ITpaBaMH MOJIb30BaTeNs, @ HE aAMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX NMPOTrpaMM HHCTAJUIMPOBATHCS Ha
TBOEM IEPCOHAIIBHOM KOMIIBIOTEPE;

4. HVcnonb3yit aHTUBUPYCHBIE IPOTPAMMHBIE TPOYKTHI H3BECTHBIX TPOU3BOIUTENEH, C

aBTOMAaTHYEeCKHUM OOHOBJICHUEM 0as3;

Orpannyb (PU3NUECKUN AOCTYI K KOMITBIOTEPY JJIsl TOCTOPOHHUX JIULL;

Hcnonb3yil BHEITHUE HOCUTENN MH(POPMALIMM, TaKhe Kak (ienika, AUCK WiK (aiin

W3 UHTEPHETA, TOJIBKO U3 MMPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaili KOMIBIOTEpHBIE (halisIbl, MOJYYEHHbBIE U3 HEHAAEKHBIX MCTOUYHUKOB.
Jaxe Te ¢aiibl, KOTOpbIE MpHUCIal TBOW 3HAKOMBINA. Jlydille YTOYHM y HEro,
OTIPABJISI JIU OH TeOE UX.

o o

Cetu WI-FI

Wi-Fi - 310 He B nIepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeH, Mapka. Emie B
1991 rony nunepnanackas kommnanus 3apeructpuponaina opern « WECA», uto o603Hagaio



cnoBocouetanne «Wireless Fidelity», koTopbiii mnepeBomuTcsi Kak «OecrmpoBOIHAsS
TOYHOCTBY.

Jlo Hamero BpeMeHM [olia apyras abOpeBuaTypa, KOTOpas SIBISIETCS TaKOW Ke
TexHonorue. Ito abbpeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObLJIO JaHO C HAMEKOM Ha
CTaHJApT BBICIIMN 3BYKOBOWM TexHMKM Hi-Fi, 4To B mepeBojie 03HAYaeT «BBICOKAs
TOYHOCTDY.

Jla, OeCruTaTHBIH MHTEPHET-IAOCTYI B Kade, OTENIX M a’pomnopTax SBISICTCS OTIUYHOU
BO3MOYKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIepPThI CYUTAIOT, UTO OOIIEAOCTYITHBIC
Wi-Fi ceTu He ABISIOTCA O€30MaCHBIMU.

CoBeThl 110 6€30IaCHOCTH paboTe B 00IIEIOCTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBorwo iaudyHyr uHboOpMalui yepes odmenoctymabie Wi-Fi cern.
PaboTast B HUX, KeJaTeJbHO HE BBOJAMUTH MApOJU JIOCTYIA, JOTUHBI U KaKHE-TO
HOMEDA;

2. Wcnonb3yit u 0OHOBIISI aHTUBHPYCHBIE TPOrpaMMBbI B OpaHaMay3p. Tem caMbIM ThI
obOe3omnacuib ce0s OT 3aKaYyKHl BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonn3oBannu Wi-Fi oTkmoun ¢ynkmuio «OOmmii moctyn K Qaitnam u
npuHTepam». JlaHHasg (QyHKIMS 3aKpbhiTa MO YMOJIYAHUIO, OJHAKO HEKOTOpPbBIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBA MCIOJIb30BaHUs B paboTe min yueoe;

4. He ucnonb3yi myonuunsii WI-FI niig nepenauu TMUHBIX JaHHBIX, HAIPUMEp IS
BBIX0/Ia B COLIMAJIBHBIE CETU WIH B 3JIEKTPOHHYIO IOYTY;

5. Hcnonp3y#t Tonpko 3amuineHHoe coeauuenue yepe3 HTTPS, a ue HTTP, 1.e. ipu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B wmoOwibHOM Tenedone orkaoun  GyHknuto «IloakmoueHne k- Wi-Fi
aBToMaTH4eckn». He gomyckail aBTOMAaTHYECKOro IOAKIIOYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

ConuajbHble CeTH

ConualibHBIC CETH aKTUBHO BXOJISIT B HAITY KM3Hb, MHOTHE JIIOJIM pabOTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan MUILTHAP YEIIOBEK, YTO SBIISICTCS OTHOM
ceabMOU BceX JKUTENEH TUTaHEThI.

MHorue nojib30BaTeNd He MOHUMAIOT, YTO MH(pOpMAITUs, pa3MEIIeHHAs UMU B COITMATBLHBIX
CETAX, MOKET OBITh HaliZicHa M MCIIOJIb30BaHa KEM YT'OJIHO, B TOM YHCJIE HE 0053aTEIIHO C
OJlaruMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI IT0 0€301IaCHOCTH B COoIMaJIbHBIX CCTAX:

1. Orpanunub cnucok apy3ed. Y TeOs B Jpy3bsiX HE AOJKHO OBITh CIy4allHBIX WU
HE3HAKOMBIX JIFOJICH;

2. 3amuinaii cBOKW YacTHYIO u3Hb. He ykasbiBail maposin, TenedoHbl, aapeca, 1aTy
TBOETO POXKACHUS W JIPYTyIO JIMYHYI0 HHPOPMALUIO. 3JI0YMBIIUIEHHUKA MOTYT
UCIIOJIb30BaTh JakKe MHPOPMAIMIO O TOM, KaKk Thl U TBOM POJUTENN IUIAHUPYETE
IIPOBECTU KAaHUKYJIbI;



3. 3amuiaii CBO0 PEeMyTaIHIo - IEPXKHU €€ B YUCTOTE U 3a7aBail cebe BOmpoc: XoTel Obl
TBI, 9YTOOBI JPYTHE TOJIL30BATEIM BUACIH, YTO ThHI 3arpyxaeiib? [lomymaid, mpex e
9YeM YTO-TO OIyOJIMKOBATh, HAITUCATh U 3arPY3HTh;

4. Ecnu TI TOBOPHIIL C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE HCITOJIb3YH CBOE peaabHOe
UMS U APYTYIO JIMYHYI0 MH(POPMAIUU: UMs, MECTO KHUTEIbCTBA, MECTO y4eObl H
npoyee;

5. UsbGeraii pazmemenus pororpaduii B IHTEpHETE, T1I€ THI N300pa’KeH Ha MECTHOCTH,
110 KOTOPOU MOYKHO OTIPEACIUTH TBOE€ MECTOIOJIOKECHHUE;

6. Ilpu perucTpaiuu B COIMAIBHON CETH HEOOXOIMMO HCIIOIB30BATh CIIOJKHBIE TTAPOJIH,
cocrosimue u3 OyKB ¥ (P U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. Jlns conmanbHOM CEeTH, TIOYTHI U IPYTUX CAUTOB HEOOXOAMMO UCTIONB30BATh Pa3HbIC
napoyn. Toraa eciau Te0s1 B3IOMArOT, TO 3JI0YMBIIINIEHHUKY MOJTy4YaT JOCTYIT TOJIBKO
K OJIHOMY MECTY, a HE BO BCE Cpa3zy.

JJIEeKTPOHHBbIE IeHbI'H

QHGKTPOHHLIG JCHBI'M — 3TO OYCHDb YIIO6HI>II>JI crroco0 HH&TC)I(eﬁ, OJHAKO CYHICCTBYIOT
MOMICHHUKH, KOTOPBIC XOTAT IIOJIYUYUTb 9TU ACHBI'U.

3H€KTpOHHBIe ACHBI'U IIOABUIIMCH COBCEM HEAABHO M HMMCHHO H3-3a 3TOr0O BO MHOTHX
rocygapcCrBax a0 CHUx IIOp HC IIPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccun xe onn Q)YHKHHOHHPYIOT H O HUX YIKC IIPOIIKMCAHO B 3aKOHC, I'IC UX Pa3acCiIAIOT
Ha HCCKOJIBKO BHJ1OB — aHOHUMHBIC 1 HC aHOHHNMHBIC. Pa3HPIIIa B TOM, YTO aHOHUMHBIC - 3TO
TC, B KOTOPBIX pa3pCHIacTCs IIPOBOAUTL OIICpAIlIUH oe3 I/IIIGHTH(I)HKaHI/II/I IIOJIB30BATCIIA1, 4 B
HCAHOHHMMHBIX I/II[GHTI/ICI)I/IKaI_[I/II/I IIOJIL30BATEIIS SABIISIETCS 00A3aTEIHLHOM.

Takke cineayer pasznuyaTh AJIEKTPOHHBbIE (UATHBIE AEHBIM (PaBHBI T'OCYAAPCTBEHHBIM
BaJIOTaM) U AJIEKTPOHHbBIE HE(PHUATHBIE IEHBI'M (HE paBHbBI TOCYJapPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOI padOTe C ITEKTPOHHBIMU JE€HBIAMHU:

1. IlpuBsoku k cyeTy MOOUIBHBIN TenedoH. DTO caMblil YAOOHBIN U OBICTPBIA CITOCOO
BOCCTAHOBUTH JIOCTYN K cueTy. [IpuBsizaHHbIN TenePOoH MOMOXKET, €Clu 3a0yIeIllb
CBOM IUIATEXKHBIW MAPOJIb WM 3aiAE€IIb HA CANT C HE3HAKOMOI'0 YCTPOWCTBA;

2. Ucnmonw3yit ogHopaszoBsie mapoiu. [locie mepexosa Ha YCHIICHHYIO aBTOPH3AIIUIO
Tebe yke He OyAeT yrpokaTh OMaCHOCTb KPaXku WJIU MepexBaTa IJIaTeKHOTO MapoJis;

3. Bwibepu crmoxubplii maponb. [IpecTymankaM OyJeT HE TMPOCTO yraaaTh CIIOMXKHBIHA
naposib. HasiesxHble mapoyii — 3T0 mapoJiiv, KOTOpbIE COAEPKAT HE MEHEE § 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOYHBIE U MPOMUCHBIE OYKBBI, ITU(GPBI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK J10Ji1apa, pyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJAM CBOM JIMUHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.

DJIeKTPOHHASA MOYTA

DNEeKTpOHHAS MMOYTa — 3TO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €0 YCIYTH IO MEPECHUIKE U
MOJIYYEHHIO AJIEKTPOHHBIX COOOLIEHUM, KOTOPBIE pACIIPEACIIAIOTCS B KOMIIBIOTEPHON CETH.

OOBIYHO  DJIGKTPOHHBIM  MOYTOBBIA  SIIIMK  BBITJSAAT  CICAYIOIIMM  0oOpazom:
UMs_TI0JIb30BATENSI(@WUMS_JIOMEHA.



Taxxe KpOMEC Mepcaadu mpoCcToro T€KCTa, UMECTCs BOSMOXKHOCTD IIEPCIaBaTh (l)aI\/iJ'IBI.

OCHOBHBIE COBETHI IO 0€30MaCHOI padOTe C AIEKTPOHHOM MOYTOM:

1.

Hano BeIOpaTh NpaBMIbHBIN MOYTOBBIN CEpPBUC. B HHTEpHETE €CTh OIPOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIe JTOBEPSATH TEM, KOTO 3HACIIb U KTO
TIEPBbIA B PEUTHHIE;

He yka3biBaii B TMyHO noyte auuHyto uHdopmanuio. Hanpumep, sydiiie BbIOpaTh
«My3bIKaJIbHBINA _(paHaT@» uinn «pok2013» BmecTo «temal3y;

Hcnonb3yii AByX3TaHYIO aBTOPU3ALIUI0. DTO KOT'1a TOMUMO MapoJisi HY>KHO BBOJIUTH
KO/I, TpUChLIaeMbIil o SMS;

Bribepu crnoxHbI maponb. s KakI0ro MOYTOBOTO SIIIMKA JOJKEH OBITh CBOU
HAJIC)KHBIM, YCTOWYHBBIN K B3JIOMY I1ApPOJIb;

Ecnau ecTb BO3MOKHOCTh HalncaTb CaMOMY CBOW JIMYHBIA BOIIPOC, MUCHOJIB3YU ATy
BO3MO>KHOCTB;

Hcnonb3ylh HECKOJIBKO IMOYTOBBIX SIIMKOB. [IepBBIN 111 4aCTHOW MEPEIUCKU C
aapecaTaMy, KOTOPBIM Tbl JIOBEpACHIb. JTO OJJEKTPOHHBIA aJpec HE HaJo
UCITI0JI30BATh NIPU PErUCTpalui Ha (opyMax u cailTax;

He oTkpriBait (aiiniel 1 Apyrue BIOXKEHUS B MUChMax Jake €CIM OHU MPUIILIA OT
TBOUX Jipy3el. Jlydilie yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (aiiibl;

[Tocne oxoHuaHusi pabOTHl Ha MOYTOBOM CEPBUCE MEPEd 3aKPHITUEM BKIIAJIKH C
caiToM He 3a0y/Jb HAKATh Ha « BBIATHY.

KI/I6Cp6YJIJII/IHF HJIX BUPTYAJIbBHOC U31CBATCIILCTBO

KI/I6Cp6YJIJII/IHF — IIPCCICIOBAHUC COO6IH€HI/I$IMI/I, COoACpKallUMHU 0CKOp6JICHI/I}I,
arpeCCuro, 3allyTuBaHHUC, XYJIHUI'aHCTBO, COLOHAJIBHOC 60ﬁKOTHp0BaHH€ C IIOMOIIBIO
Pa3JINIHBIX HHTCPHET-CCPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIIUHTOM:

1.

o

He Opocaiics B 60ii. JIyumuii crioco6: MOCOBETOBATHCS Kak ceOsl BECTH U, €CIIM HET
TOr0, K KOMy MOKHO OOpaTUThCS, TO BHAYaje YCIOKOUThCS. Eciau Thl HayHelIb
OTBEYaTh OCKOPOJICHUSAMH Ha OCKOPOJIEHHUS, TO TOJBKO €Ile OOJIbIIE Pa30iIKellb
KOH(DITUKT;

VYnpasnsii cBoeil kubeppenyTaiuei;

AHOHUMHOCTH B ceTd MHHUMas. CyIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;

He crout BecTu Xynuranckuii 00pa3 BUpTyalibHOM ku3HU. UHTEpHET PuKcupyer Bce
TBOU JICUCTBUSA U COXpAHSET UX. Y JAIUTh UX OyAET KpaliHe 3aTPyIHUTEIHHO;
Co0urosaii cBOM BUPTYAJIbHYIO YECTh CMOJIOJNY;

Urnopupyii enuHuuHblii HeraTuB. OOHOpPA30Bble OCKOPOUTENBHBIE COOOIIEHUS
Jy4ile UTHOpUpoBaTh. OOBIUHO arpeccus MPeKpalacTcsi Ha HaYaIbHOM CTaaNH;
ban arpeccopa. B nporpammax 0OMeHa MTHOBEHHBIMU COOOILIEHUSMU, B COITUAIIbHBIX
CeTSIX €CThb BO3MOYKHOCTb OJIOKMPOBKHU OTIPABKU COOOIICHUN C OINpeaeeHHBIX
aapeCoB;

Eciu 1Bl cBugerens kubepOysimHra. TBow JEHCTBUS: BBICTYNHTH MPOTUB
npecienoBaTensd, IOKa3aTb €My, 4YTO €ro JEHMCTBUS OLICHUBAKOTCA HETaTUBHO,



NOAJCPKATh KEPTBY, KOTOPOM HyX,HA ICUXOJOTHMYECKas MOMOIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpecCUBHOTO MOBEJACHUS B CETH.

MoOuabHbIN TeaedoH

CoBpeMeHHbIe cMapT(OHBI U MJIAHIIETHI COEPKAT B ce0e BIIOJIHE B3POCIbIN (PyHKIIMOHA,
Y TEIepb OHU MOTYT KOHKYPUPOBATh CO CTALIMIOHAPHBIMHU KOMITbIOTEpaMu. OTHAKO, CPEJICTB
3aIUTHI JJIs1 TOJ00HBIX YCTPOIMCTB MOKA OYEHb MaJIo.

TecTupoBaHK€e U MTOUCK YS3BUMOCTEN B HUX MPOUCXOJIUT HE TAK HHTEHCUBHO, Kak s 11K,
TO 7K€ CaMO€ KacaeTcsi U MOOMJIbHBIX MPUITOKEHUH.

CoBpeMeHHbIe MOOWIIbHBIE Opay3ephbl y)Ke MPaKTUUECKH JOTHAJIU HACTOJbHBIE aHaJOTH,
OJIHAKO pacuivpeHue (PyHKIIMOHANA BJIEYET 3a COOOM OOJIBIIYIO CIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

I[aJ'ICKO HC BCC IIPOU3BOJUTCIIN BBIITYCKAIOT 06HOBJ’IGHI/I$I, 3aKpPbIBAIOIIHUC KPUTHYCCKHC
YA3BUMOCTHU OJIA CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI JIjIs1 0€30I1aCHOCTH MOOUJILHOTO TelieoHa:

1. Huuero He sBI€TCS MO-HACTOALIEMY OECIUIATHBIM. Byllb OCTOpOKEH, Belb KOrjaa
Tebe mpemyaraloT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITb CKPBITBI KAaKHE-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, mpexzae ueM otnpaBuTh SMS, ¢hoTo wim Buneo. Thl TOYHO 3HACIIB, TJE OHU

OyayT B KOHEUHOM uTOre?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapTHOHa;

Hcnonp3yil aHTUBHPYCHBIE IPOTPaMMBbl 1J11 MOOUJIBHBIX TeNE(OHOB;

He 3arpy»ail mpuioxeHus OT HEU3BECTHOTO UCTOYHHKA, BE/Ib OHU MOTYT COZAEP/KATh

BPEIOHOCHOE MPOrpaMMHOE 00€CIICUEHHUE;

6. Ilocie Toro Kak THI BBIMACIIL C CaliTa, ¢ BBOAWI JUUHYIO MHMOPMALIHIO, 3aliI1 B

HACTPOWKH Opay3epa u yaanu cookies;

[lepnonnuecku npoBepsiii Kakue IIIaTHbIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Mlamaii cBOii HOMEp MOOMIBHOTO Tene(oHa TOIBKO JIFOISM, KOTOPBIX THI 3HACHIb U
KOMY JIOBEpSEILb;

9. Bluetooth momkeH ObITH BBIKJIIOYEH, KOTJa Thl UM HeE Mousb3yenibcs. He 3a0biBaii
WHOT /1A IPOBEPATH 3TO.

ok w
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Online urpsi

CoBpeMEHHBIE OHJIAWH-UTPBI — O3TO KPACOYHBIE, 3aXBaTHIBAIOLIME pPa3BIICUCHMUS,
00BEIMHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUpY. Mrpoku McciaeayroT JTaHHBIA UM
MUp, OOIIAIOTCS JPYr C JIPYroM, BBIMOJNHSIOT 3aJaHUs, CPa)KaloTCs C MOHCTpPaMH U
MOJIY4atOT OMBIT. 32 yI0BOJIBCTBUE OHU IUJIATAT: MOKYIAIOT AUCK, OTNIAYUBAIOT AOOHEMEHT
WM IPUOOPETAIOT KAaKUEe-TO OILIUH.

Bce aTu cpenctBa uayT Ha IOA/Iep KaHUE U PA3BUTHE UTPHI, & TAK)KE HA caMy 0€3011aCHOCTb:
COBEPIICHCTBYIOTCSI CHUCTEMbl aBTOPH3allMH, BBITYCKAIOTCS HOBbIE ATy (IpoBHIC
3aIuUIaTKU JIJ1s1 IPOTPaMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.



B HOI[O6HBIX HUrpax CTOUT OIlaCaTbCAd HC CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXKu
TBOCTO ITIapOoJisd, HA KOTOPOM OCHOBaHAa CUCTEMA aBTOPHU3AlIUU OOJIBLIIMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOT'O dKKAYHTA:

1. Ecnu npyroii Urpok BeAeT ceOsl III0X0 UM CO3AaeT Te0e HEMPUITHOCTH, 3a0JI0KUPYH
€r0 B CIIMCKE UTPOKOB;

2. Iloxamylicds aaMUHUCTpAaTOpaM WUIPhl Ha IIJIOXO€ IIOBEACHHME OSTOr0 MIPOKa,

YKEJIATEJIbHO NIPUJIOKUTH KAKME-TO J1I0KA3aTEIbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto uHbopMaIuio B mpodaiise urpol;

YBaxkail Apyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBail HeopuIuanbHbIe TAaTYU U MOJIBI;

Hcnonp3yi CII0KHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMs WUIpbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loKa TBI mrpaems, TBOU

KOMIIBIOTEP MOTYT 3apPa3HTh.

N Ok ow

@OUINMHI UJIA Kpaska JUNYHbIX JaHHbIX

OOBIYHOM Kpakel IeHET U JOKYMEHTOB CETO/IHS YK€ HUKOTO HE YJIMBHILIb, HO C pa3BUTUEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKHA IEPEMECTUINCh B UHTEPHET, U MPOJOJIKAKOT
3aHUMATBCS «JTFOOUMBIM» JIETIOM.

Tak mosiBuiach HOBasl yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (UIIMHT, TJIaBHAs LIEJb
KOTOPOT'O COCTOUT B MOJIyY€HUU KOH(UACHIIMAIBHBIX JaHHBIX [10JIb30BATEIEH — JIOTUHOB
u napoJsieid. Ha anrnuiickom si3pike phishing yntaercs kak gumuHr (ot fishing — priOHas
JIOBJIS, password — maposb).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:

1. Cnenu 3a cBouMm akkayHTOM. Ecinu Tkl mono3peBaeiib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAWMO 3a0JOKHMPOBATh €€ U COOOIIUTh aIMUHHUCTpaTOpaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucmonws3yit Oe3omacHble BeO-CalThl, B TOM UHCJE, HMHTEPHET-Mara3uHoB U
MOUCKOBBIX CUCTEM;

3. Hcnonb3y#t crnokHble U pa3Hble Mapoiu. TakuM oOpa3oM, ecnu Te0s B3TOMAIOT, TO
3JI0YMBIIIUIEHHUKH MOJy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(HIIIO B CETH, a HE
KO BCEM;

4. Ecnu TeOs B3IOMand, TO HEOOXOAMMO MPEAYNpPEeIUTh BCEX CBOUX 3HAKOMBIX,

KOTOpbIE J0OaBIIEHBI Y T€Os B APY3bsIX, O TOM, UTO T€OS B3JIOMAaJHU U, BOBMOXHO, OT

TBOETO UMEHH OyJIeT PacChUIaThCA CIIaM U CChUIKU Ha (DPUIITMHTOBBIE CANThI;

VYcranoBu HagexHbIN apoiib (PIN) Ha MOOMIBHBIN TenedoH;

OTxiIr04M coXpaHeHue naposis B Opaysepe;

7. He otkpeiBaii (aitsibl U pyrue BIOKECHHS B MUCHhMAaX JaXe €CIM OHH MPUIILIH OT
TBOUX Jpy3el. JIyulie yTOuHH y HUX, OTIPABIISUIH JIM OHU TeOe 3TH (Dailiibl;

o Ui

Hudposas penyranus

[MudpoBas penyranmsi - 3T0 HETaTUBHAsI WM MO3WTHMBHAS WH(POpPMAIMS B CETH O Tebe.
Kommpometupytomas wuHbopMaius, pa3MelleHHAass B HMHTEPHETE MOXET CEePhE3HBIM
00pa3oM OTpa3uThCS Ha TBOCH peanibHOM KU3HH.



«udposas pemyTarus» - 3T0 TBOW UMUK, KOTOPBII (hopMupyeTcs U3 HHPOpMAIIH O Tehe
B MHTEpHETE.

TBoe MecTO )KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOXKEHNE, OCOOEHHOCTH XapaKTepa u
pacckasbl 0 OJIN3KUX — BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue moApoCTKH JIETKOMBICIICHHO OTHOCSTCS K IyOJMKAIMK JIMYHOW WHGOpMAIUU B
WuTepHeTe, HEe TOHUMAasi BO3MOKHBIX IMOCIENCTBUN. ThI Jake HE CMOXKEITh TOTagaThCsl O
TOoM, 4T0 (hoTorpadus, pasMenieHHas S5 JeT Ha3al, CTaia MPUINHON OTKa3a MPUHATH TeOs
Ha paboTy.

KommenTapuu, pazmenienue TBoux ¢ororpaduil u Ipyrue AeUCTBUS MOTYT HE UCUE3HYTh
JaXKe IMOCJe TOTO, KaK Thl X yAAJIHIIb. Thl HE 3HACHIb, KTO COXpPAaHWI 3Ty MH(OpMALHIO,
II0TIaJIA JIM OHA B IIOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIX OHA, & INIABHOE: YTO IMOJYyMAaroT O
TeOe OKpYXKarollee JII0 1, KOTOpble HAWAYT U YBUIAT 3T0. Haiitu nHdopmarinio MHOTO JIeT
CIIyCTsI CMOJKET JII000H — Kak U3 JTOOpBIX MOOYXACHUM, TaK U C HAMEPEHUEM IPUUYUHUTD
Bped. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIC COBETHI 110 3a1UTEe HU(PPOBOH penyTaALUN:

1. Tlomymaii, mpekie 4emM 4TO-TO MyOJIMKOBATh W IepejiaBaTh y ceOs B OJiore Uivd B
COLIMAJILHOM CETH,

2. B HacTpoiikax npoduiis ycTaHOBY OTpaHUYEHUS Ha TIPOCMOTP TBOETO MpOodHIIs U ero
COJIEP’KUMOTO, C/ICJIail €T0 TOJIBKO IS IPY3ei»;

3. He pa3memnaii u He yka3piBaii HH()OPMAIIHIO, KOTOPas MOXKET KOTO-THO0 OCKOPOIAThH
WJIM OOMKATh.

ABTOpCKOe NpaBo

CoBpeMeHHbIE NTKOIBbHUKU— aKTUBHBIE MOJIH30BaTEIU UPPOBOTro MpocTpaHcTBa. OHAKO
JAJIeKO HE BCE 3HAIOT, YTO TOJH30BaHUE MHOTUMH BO3MOXXHOCTSAMH ITH(DPOBOTO MHpa
TpeOyeT cOoOI0IeHNs TTpaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «HMHTEITIEKTyaIbHast COOCTBEHHOCTBY» OTHOCHTCS K Pa3jIMYHBIM TBOPEHUSIM
YEeJIOBEUECKOr0 yMa, HAauWHas C HOBBIX H300pPETEHUH W 3HAKOB, O0003HAYAIOIINX
COOCTBEHHOCTh Ha TMPOMYKTHI W YCIYTd, M 3aKaH4YWBas KHUTamH, (ortorpadusmu,
KHHO(DHIIEMaMH ¥ MY3bIKQJIBHBIMU TTPOW3BEICHUSMH.

ABTOpCKHE MpaBa — 3TO MpaBa HA WHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JUTEPATypPbl U UCKYCCTBA.

ABTOpCKHE npaBa BBICTYIIAIOT B Ka4yeCTBE rapaHTuu TOTO, YTO
WHTEJUIEKTYaJbHBII/TBOPUECKUT TpyA aBTOpa He OylneT HampacHbIM, JacT €My
CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOEro Tpyna, MOIYYHUTh
W3BECTHOCTh U MIPU3HAHHUE.

Hukto 0e3 paspemeHuss aBTopa HE MOXKET BOCHPOW3BOJIUTH €r0 IMPOU3BEICHUE,
pacnpocTpaHsTh, MyOJUYHO IEMOHCTPUPOBATH, MPOJaBaTh, UMIOPTUPOBATH, MyCKATh B
MpoKaT, MyOJMYHO HCIIOIHATh, IOKA3bIBATH/UCHOJHAT, B A(dUpe WU pa3MeliaTh B
HNutepHere.



Hcnonp30BaHue «IUPaTCKOro» MpOrpaMMHOTO 00ECTIEYEHHs] MOXKET MPUBECTH K MHOTHM
pHUCKaM: OT MOTEePU JAHHBIX K TBOMM aKKayHTaM J0 OJOKHMPOBKHU TBOETO yCTPOWCTBA, TIe
YCTaHOBJICHHBIN HE JerajbHas mporpamma. He crout taxke 3a0bIBaTh, YTO CYIIECTBYET
JerajabHble U OECIUIaTHBIE IPOrpaMMbl, KOTOPbIE MOYKHO HAalTH B CETH.

O nopraJe

CereBu4ok.p) — TBOM TJIaBHBIA COBETYMK B CETH. 3A€Ch Thl MOXKEIIb Y3HAaTh O
0€e30MacHOCTH B CETH MOHATHBIM M JIOCTYIHBIM SI3BIKOM, a IpPU BO3HUKHOBEHUU
KPUTUYECKON CUTyalluu OOPATUTHCS 32 COBETOM. A TaKk)Ke INPHUHATh yYaCTHE B KOHKYpCaxX
U CTaTh CaMbIM LIU(PPOBBIM IPaXKJTaHUHOM!



